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Disclaimer
This document contains material, which is under copyright of individual or several MIRROR
consortium parties, and no copying or distributing, in any form or by any means, is allowed
without the prior written agreement of the owner of the property rights.
The commercial use of any information contained in this document may require a license from
the proprietor of that information.
Neither the MIRROR consortium as a whole, nor individual parties of the MIRROR consortium
warrant that the information contained in this document is suitable for use, nor that the use of
the information is free from risk, and accepts no liability for loss or damage suffered by any person
using this information.
This document reflects only the authors' view. The European Community is not liable for any use
that may be made of the information contained herein.
© 2020 Participants in the MIRROR Project
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Executive summary
The research of MIRROR is based on analyses of open source data and of data collected during
field interviews. The purpose of the data analyses is to design a tool that will assist border
authorities to understand at an early stage the perception that migrants have about Europe and
about individual countries in which they aim to settle. This deliverable identifies and assesses any
legal or ethical issues that might arise during the project work.
Most of the data analysed during this project qualify as personal data and, if not completely
anonymized, fall within the field of application of the General Data Protection Regulation. The
deliverable assesses the compliance of the data processing activities that are performed during
the MIRROR research with the GDPR, identifies potential privacy concerns, and assesses the
applicable IP and product liability rules. From the results of this assessment, the MIRROR research
is conducted in compliance with the legal framework. However, as with many responsible data
concerns, the legality is only one part of a much broader picture in which the ethics play a very
important role. Ethics go further than the legal rules in identifying potential concerns for the
proper and effective protection of the rights of the individuals.
While all the work packages have committed to full compliance with the applicable legal and
ethical framework, we have identified a number of ethical concerns that might arise from the
MIRROR research and that require further attention. In this deliverable, these concerns are
qualified following a traffic light approach. With green are marked those potential ethical
concerns which need to be kept in mind during the work of the consortium, but that are
acceptable given the nature of the research. No immediate action needs to be undertaken for
these concerns. With yellow are marked ethical concerns of a more severe character. The WPs
need to find ways to address these concerns or justify why it is impossible to do it during the
research stage. With red are marked serious ethical concerns that need to be addressed for
continuing any research work in the relevant areas.
It is crucial for the protection of the rights of individuals to identify and address ethical concerns at
an early stage. For this purpose, ethical concerns can be linked, depending from their nature, with
pre-existing legal requirements like data protection by design and default, data protection impact
assessment or even be part of codes of ethics or conduct.

Page 6 (of 31)

www. h2020mirror.eu

Deliverable D3.1

MIRROR

1. Introduction
1.1 Background
The perception of Europe and of individual European countries has a high impact on expectations
and decisions of migrants to come to Europe, on the selection of transit routes, and also on the
success of integration efforts of existing migrant communities inside Europe. Currently,
misperceptions as well as wrong and exaggerated expectations have led to major challenges for
migrants, the transit countries as well as for receiving European countries. These misperceptions
may lead to disappointments, hinder integration and, as a consequence, lead to threats such as
fostering radicalization and migration-related criminality, such as human trafficking. The main goal
of the H2020 MIRROR project is to provide a tool for border control and other relevant security
agencies and policy makers to better understand the perception of the EU that people and
especially migrants have and to identify the resulting threats.
The earlier understanding of potential problems that the MIRROR tool aims to offer will help to
address societal security needs such as avoiding social unrest and radicalization, it will help in the
fostering of societal values such as human dignity, good governance and social cohesion and last
but not least, will help saving human lives.
The research for developing the MIRROR tool focuses primarily on text analyses from open
sources such as traditional media (web feed) and social media, including multimedia analyses
(text/image) and cross-media network analyses. Expert interviews on-site, including personal and
focus group interviews, and interviews with irregular migrants from different geographical and
ethnic backgrounds are envisaged during the project duration to validate the results of the data
analyses.
The MIRROR tool will be further validated in a series of system pilots where its functionality is put
to test in real-world settings. The pilots will be run by the Maltese and Swedish Police Forces as
well as by the Austrian armed forces. While the Maltese and Swedish police forces are expecting
to benefit from the tool at an operative level, the Austrian armed forces are expecting to benefit
at a strategic level. The tool is ultimately envisaged to be used by European and National border
control agencies as well as by policy makers in the area of migration.
The setting of the project design and its architecture that is described in deliverable 7.1 as well as
the data management plan in deliverable 1.2 envisage different data collection and processing
activities at different project stages. The aim of this deliverable is to identify and assess any legal
and ethical issues that might arise during the project work. As with many responsible data
concerns, legal compliance is just one part of a much bigger picture where ethics also play a very
important role. For this purpose, project activities were first filtered for setting aside the ones that
do not envisage any legal or ethical risks. For those activities that might create potential or real
legal and ethical risks, recommendations and solutions are proposed.

1.2 Relationship with other deliverables
The design of this deliverable was based and is closely related with deliverable 1.2 ‘Data and
Knowledge Management Plan’, D7.1 ‘Mirror Architecture and Integration Plan’, and the
deliverables prepared in the framework of Work Package 12 on the Ethics of the Research of the
© MIRROR
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MIRROR consortium. The deliverable will serve as a basis for the development of other
deliverables, like: D3.2 ‘Human rights implications checklist’, D3.3 ‘Report on the Privacy and Data
Protection Impact Assessment’, and D3.6 ‘Report on Policy Recommendations’. Furthermore, the
findings and the recommendations proposed in this deliverable will have an effect on the activities
of all the work packages. For example: for WP3 - with regards to social acceptance of the project
tool; for WP4 - on text analyses; for WP5 - on image analyses; for WP6 - on social media analyses;
for WP7 - on the architecture framework; for WP8 - on the validation through interviews of focus
groups and irregular migrants; for WP9 – the way the threat analyses is conducted, for WP10 – the
run of pilots; for WP11 – dissemination, communication and exploitation plan.

1.3 Approach
In order to assess the legal and ethical issues of different activities during the project, we followed
a mixed approach. Firstly, a literature review of various academic articles allowed us to identify
the state of the art of legal and ethical concerns in the area of data processing, scientific research
and, data analyses tools similar with the one envisaged for design by the MIRROR consortium.
Secondly, a review of various FP7 and H2020 projects that have dealt with similar research as the
MIRROR project and have identified similar ethical and legal issues has allowed to consult and take
note of the best practice offered by European research.1
Thirdly, a legal analysis of laws, judicial decisions and other documents released at European level,
including guidelines in the area of data protection, ethics, AI and big data allowed us to address
ethical concerns that have been identified and worry policy makers. At the same time we could
benefit from the various recommendations proposed.2
Lastly, but most importantly, we have kept close contact with all the members of the consortium
and taken note of their separate and joint work for the project. Information was gathered by
personal conversations as well as by a questionnaire for clarifying the data processing activities of
all the different work packages. This questionnaire was sent to all the work package leaders. 3

1.4 Structure of the deliverable
After this introduction, the role of open data and their qualification for the MIRROR framework is
discussed in section 2. The analyses will continue in section 3 with the legal framework within
which the MIRROR project is developed. The data protection and privacy framework is discussed
in this section together with potential intellectual property and product liability concerns. In
section 4 is discussed the ethical framework within which the MIRROR project operates. This
section presents also a traffic light system for qualifying the severity of relevant legal and ethical
values that might be influenced or jeopardised by the MIRROR project work. The Conclusions are
presented in section 5.
1

A list of projects conducted at EU level that were consulted during the preparation of this deliverable is presented in
Annex 2.
2
See for example: EDPS 2020 ‘A preliminary opinion on data protection and scientific research’ 6 January 2020
<https://edps.europa.eu/sites/edp/files/publication/20-01-06_opinion_research_en.pdf> accessed: 10.1.2020.
3
A copy of the questionnaire forwarded to the work package leaders can be found in Annex 1.
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2. A qualification of the data used for the MIRROR research
During the MIRROR research different working packages are basing their research activities on
datasets of freely available data. A description of the ways in which each work package will
provide and process the open data can be found in deliverable 1.2. These freely accessible data
are acquired in different forms. Some of them are, for example, acquired directly from internet
sources (social media and news outlets) - as in the case of the datasets used by WP6; others are
pre-existing datasets available for the scientific community - as in the case of the datasets used by
WP5. Apart from these freely available data, other datasets used during the project research are
acquired directly from data subjects through expert and field interviews - as in the case of WP8.
Generally, under the category of open data fall all data that can be freely accessed, shared and
used.4 However, if open data are not completely anonymised and qualify under the category of
personal data, the applicable laws, and especially the GDPR for the EU, become relevant. This has
the consequence that the data can still be freely accessed, but there are limitations with regards
to their use and share. As mentioned above, in the way the MIRROR research is conducted,
different types of freely available data are processed. Being freely available and openly accessible
does not change the qualification of some of these data as personal since they might be linked to
identified or identifiable data subjects.5 These personal data belong to vulnerable parts of the
population, to which migrants belong and furthermore, some of these data might qualify as
sensitive data for which any data processing activities is, in principle, prohibited. These personal
data might also create interferences with the protection of the right to privacy. Figure 1 visually
represents the relationship between open source data and the intersections that these might have
with the rights to data protection and privacy.

Open data

Data protection

Privacy

Figure 1
4

Ensar Hadziselimovic et al ‘Linked Data Contracts to Support Data Protection and Data Ethics in the Sharing of
Scientific Data’ 2017 SemSci@ ISWC 55.
5
Regulation (EU) 2016/679 0f the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data and the free movement of such data, and repealing
Directive 95/46/EC (GDPR) [2016] OJ L119/1, art 4(1).

© MIRROR
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From the bulk of open source data, a substantive part, especially data collected by social media,
personal images or videos, news feed, etc. are linked to identified or identifiable subjects. These
data are freely available, but there are limits with regards to their processing and sharing. Any
processing of these data should comply with the General Data Protection Regulation as discussed
in section 3.1. Processing of personal data might interfere at the same time also with the right to
privacy of data subjects. The privacy area, as it can be seen in Figure 1, goes beyond mere data
protection. It is possible that other data, open or not, even if not related to an identified or
identifiable data subject, might interfere with the private sphere of individuals. This becomes
especially relevant in the MIRROR framework since the ultimate aim is to understand the
perception that people have about Europe. Projecting these perceptions to groups of migrants or
individuals, creates the possibility to interfere with their privacy of thoughts and feelings which is
not necessarily part of the open data architecture. The potential implications to the right to
privacy are explained in more detail in section 3.2.

3. The legal framework
The scope of this section is to identify the legal framework within which the MIRROR research is
conducted. Apart from assessing the legality of the conducted research, the legal framework is
important also because many ethical concerns related to the processing of personal data are
already codified in the European data protection legislation.6
In this section, attention is drawn first to the data protection and privacy legal framework
(sections 3.1 and 3.2). As it was established in the previous section, different work packages in
MIRROR make use of personal data. These data are either collected directly from data subjects
through interviews, are harvested online, or belong to existing databases that are available to the
scientific community. As a result, the GDPR is applicable. Even though the MIRROR tool is intended
for use by border authorities, some of which would fall under the area of application of the Police
Directive,7 the latter does not apply to the activities of the MIRROR research. The pilots designed
to run in WP10 are also part of this research. As such, their running is considered as an important
part of the conducted research and they must not have an immediate effect in the work of the
authorities which in this case must comply with the GDPR.
Even though third countries legislation is not discussed in this deliverable, it is important that any
data collection in third countries, apart the compliance with the GDPR, complies also with the
legislation of the country from where the data are collected. This is especially important for WP8
that conducts field interviews in countries of origin of migrants as well as in countries of transit.

6

European Commission ‘Ethics and Data Protection’ 14 November 2014, available at
<https://ec.europa.eu/research/participants/data/ref/h2020/grants_manual/hi/ethics/h2020_hi_ethics-dataprotection_en.pdf> accessed 29.2.2020.
7
Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data by competent authorities for the purposes of the prevention,
investigation, detection or prosecution of criminal offences or the execution of criminal penalties, and on the free
movement of such data, and the repealing of Council Framework Decision 2008/977/JHA (Police directive) [2016] OJ
L119/89.
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Closely linked to the data protection concerns, are also the ones related with the interference with
the private sphere of individuals. The right to privacy, especially with regards to open source data,
as regulated by the European laws and especially by the case law from the European Court of
Human Rights is discussed in section 3.2.
Furthermore, concerns related with interferences with intellectual property rights that might
derive by the use of data that are gathered from open sources are discussed in section 3.3. The
deliverable is not discussing any intellectual property concerns between the members of the
consortium themselves since these concerns are already addressed in deliverable D1.2.
For the sake of completeness, also the exclusion of the MIRROR activities from the legislation on
product liability and especially from Council Directive 85/3748 is discussed in section 3.4.

3.1 Data protection
As it was seen above, part of the open source data used during the MIRROR research qualifies as
personal data. ‘Personal data’ are defined in the GDPR as any information relating to an identified
or identifiable natural person (‘data subject’). An identifiable natural person, on the other side, is
the one who can be identified, directly or indirectly, in particular by reference to an identifier such
as a name, an identification number, location data, an online identifier or to one or more factors
specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that
natural person. Furthermore, also data collected during personal interviews conducted in the
MIRROR framework fall under the same definition of personal data. The anonymization of data
that is envisaged in the MIRROR architecture (D7.1) for data collected from open sources, as well
as for migrant interviews and the pseudonymisation of data for expert interviews does not change
this qualification for as long as the anonymization and pseudonymization activities are reversible
or there is the possibility to identify an individual by the connection of different databases. As a
result, the general data protection framework established by the GDPR is applicable.9 The Police
Directive is not immediately relevant for the project stage since the personal data processing is
done in the framework of scientific research and must not be used directly from law enforcement
authorities in their work for prevention, investigation, detection or prosecution of criminal
activities in general, including also the prevention of threats to public security. 10

Neither the GDPR nor the Police Directive regulate explicitly the use of open source data. They
create, however, a general legal framework within which the processing of open source personal

8

Council Directive 85/374/EEC of 25 July 1985 on the approximation of the laws, regulations and administrative
provisions of the Member States concerning liability for defective products [1985] OJ L210/29.
9
Regulation (EU) 2016/679 0f the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data and the free movement of such data, and repealing
Directive 95/46/EC (GDPR) [2016] OJ L119/1, art 4(1).
10
Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data by competent authorities for the purposes of the prevention,
investigation, detection or prosecution of criminal offences or the execution of criminal penalties, and on the free
movement of such data, and the repealing of Council Framework Decision 2008/977/JHA (Police directive) [2016] OJ
L119/89, art 1.

© MIRROR
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data takes place. In June 2019 the Open Data Directive was adopted in the EU.11 It addresses the
re-use of materials held by public sector bodies in the Member States, at national, regional and
local levels, such as ministries, state agencies and municipalities, as well as organisations funded
mostly by or under the control of public authorities. It focuses on the economic aspects of the reuse of information rather than on access to information by citizens and encourages the Member
States to make as much information available for re-use as possible. The scope of this Directive is
thus limited, and does not cover the open source data that will be used in the MIRROR framework.
For complying with the data protection framework, first attention must be paid to the principles of
lawful data processing established in article 5 GDPR. From the MIRROR architecture (D7.1) as well
as from the data knowledge and management plan (D2.1), it is clear that all the work packages
have considered the data processing principles as their priority. The principles for lawful data
processing, namely: (a) lawfulness, fairness and transparency; (b) purpose limitation; (c) data
minimization; (d) accuracy; (e) storage limitation; (f) integrity and confidentiality; and (g)
accountability are said to be followed and fulfilled during all the stages of the project and from all
the members of the consortium. This is relevant also for the data collection activities that are
conducted in the framework of WP3, WP4, WP9 and WP10 and that are not currently included in
deliverable D2.1 on data and knowledge management.
Furthermore, for personal data to be processed, compliance with the principle of lawfulness is
very important. This principle requires compliance with one of the conditions established in article
6 GDPR. Depending on the provenience of the data, different lawfulness grounds might come into
play. Firstly, and importantly for data gathered from interviews, the consent of data subjects is
required. The work packages that are collecting data from interviews have already prepared or are
in the phase of preparing their consent forms. These consent forms must comply with the
conditions for lawful consent that are established in Article 7 GDPR, with the right to withdraw
consent and, not under estimate the vulnerability of the interviewed party.
Secondly, for the open source data that are collected from the internet, the condition of consent
cannot be established. Making personal data available does not automatically qualify as giving the
consent to whomever has access to these data to process them as deemed necessary. In this
situation, the processing of the data for research purposes can be considered as lawful under the
justification of performance of a task carried out in the public interest.12
As is evident from the questionnaires as well as from the description of data processed by
different work packages, some of the processed data qualify as sensitive ones. 13 A personal image,
for example, might reveal the religion of the data subject or his ethnic origin. Even though the
consortium is not actively searching or processing such data, they might be part of the created
databases and might also be revealed during interviews or be part of posts data subjects have
made in social media platforms.14 According to the GDPR, processing of sensitive data should not
11

Directive (EU) 2019/1024 of the European Parliament and of the Council of 20 June 2019 on open data and the reuse of public sector information [2019] OJ L172/56.
12

GDPR n 9, art 6(e).
Under the category of sensitive data fall personal data that have the potential to reveal the racial or ethnic origin of
the data subject, his political opinions, religious or philosophical beliefs, or trade union membership, as well as the
processing of genetic data, biometric data for the purpose of uniquely identifying a natural person, data concerning
health or data concerning a natural person's sex life or sexual orientation.
14
GDPR n 9, art 9(1).
13
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take place unless falling under specific situations for which such processing can be justified. The
work packages do not intend to further process sensitive data during the MIRROR research, nor to
engage in individual profiling, but their processing can be justified on the basis of article 9(2)(e)
GDPR on data that are made manifestly public. The processing of sensitive data for research
purposes can be justified also under the provision of article 9(2)(j) GDPR that allows processing of
sensitive data for archiving purposes in the public interest and for scientific reasons.
With regards to the right to information of the data subjects, there are different approaches taken
during the MIRROR research. With regard to data that are collected directly from data subjects,
data subjects are informed about their right at the moment in which they give their consent for
data processing. Attention must be paid here to vulnerable people, which migrants are, and to
cultural differences between interviewed data subjects. The implications of these differences in
data subjects are discussed further in section 4.3. In those cases in which the data are not
collected directly from the data subject, the exception of article 13(5)(b) GDPR applies since it will
be a disproportionate effort to try to inform all individuals whose open source data on social
media networks have been accessed for the purpose of the MIRROR research. Furthermore,
article 89(3) GDPR provides for a derogation from the rights of data subject that are referred in
articles 15, 16, 18, 19, 20 and 21 for scientific and statistic purposes. A similar derogation for
scientific and statistic purposes exists also with regards to the right to erasure. 15
As can be seen in D7.1, data protection by design and default are envisaged as part of the
architecture of MIRROR research. The present deliverable will provide further legal and ethical
concerns that can be addressed in the data protection by design and default framework.
Furthermore, a data protection impact assessment is duly planned to be conducted in month 24
(deliverable D3.3), before the system pilots are implemented.
With regards to the accountability of the members of the consortium, they all remain responsible
in case of data breaches before the data protection authorities of their countries. All the
consortium members have also indicated Data Protection Officers already instituted in their
organizations which are listed in deliverable D12.3 and which are consulted for any concerns
regarding the compliance with the applicable legal provisions.

3.2 Privacy
While the processing of personal data during the MIRROR research appears to comply with data
protection rules, attention might be paid also to the protection of the right to privacy. The
information obtained due to data processing may go far beyond what the individuals have made
public on social media and thus severely interfere with their private sphere. From the reactions to
the questionnaires it appears that only WP9 will engage in some form of limited individual
profiling. This will be done following the data protection rules and the results of the analyses will
only serve the purpose of shaping the methodology of the necessary risk assessment analyses and
all content data will be deleted once it is understood what types of data are available and how
they can be integrated in the risk assessment framework. It cannot be excluded however, that
interferences into the private sphere of individuals might occur also on the basis of the data
analyses conducted by other WPs.

15

GDPR n 9, art 17(3)(d).
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The right to a protected private life is defined in article 8 ECHR and article 7 of the EU Charter of
Fundamental Rights and is projected into four main areas of the private sphere (private and family
life, home and correspondence). The protection of the private life of the individuals is mainly seen
as a vertical obligation from the State not to interfere arbitrarily with the right of the individuals.
This should not be understood, however, only as a negative obligation. In von Hannover16 the ECtHR
declared that the State also has positive obligations inherent in an effective respect for private or
family life.17 These obligations may include the adoption of measures designed to secure respect for
private life even in the sphere of the relations of individuals between themselves, i.e. in a horizontal
context.18 In this way, the ECtHR protects the private sphere of individuals also from non-State
actors.
The question that arises in the framework of MIRROR research is if individuals have a protection of
their private sphere with regards to open source data and if they have an expectation of privacy in
such situations at all. Certainly, when someone exposes himself in a space that is open to the
public, including also the cyberspace, he creates the possibility to be visible to others who have a
right to observe what goes on around them. It is, however, one thing to be seen in public and
another thing to have your public activities recorded.
The physical public space creates the possibility for a number of everyday activities that are vital to
the normal life of an individual such as: transportation, shopping, socializing, etc.19 Technology
makes it possible, on the other side, to identify more details than the bare eye. In addition, recorded
data have a different character from human observation and create possibilities for further
processing of the data by sorting, refining and matching them.20 The protection of the private sphere
of the individuals would not be complete if data collected and recorded about their activities in
public spaces are not safeguarded.21
In Europe the extension of the private sphere of individuals to the public space is to be found in the
jurisprudence of the European Court of Human Rights. Since the capture of an event by technology
changes its nature from a simple observation to a record, it is the systematic or permanent storage
of data collected in open spaces as well as their compilation, processing, use or disclosure that
makes these data fall under the protection of the right to privacy. 22
In P.G. and J.H. the European Court of Human Rights dealt with the scope of the right to privacy in
public spaces establishing that: “There are a number of elements relevant to a consideration of
whether a person’s private life is concerned by measures effected outside a person’s home or private
premises. Since there are occasions when people knowingly or intentionally involve themselves in
activities which are or may be recorded or reported in a public manner, a person’s reasonable
16

Von Hannover v Germany App no 59320/00 (ECtHR, 24 June 2004), para 57.
Lee A Bygrave ‘Data protection pursuant to the right to privacy in human rights treaties’ (1998) 6 International
Journal of Law and Information Technology 247.
18
X and Y v the Netherlands App no 8978/80 (ECtHR, 26 March 1985), para 23.
19
Jason W Patton ‘Protecting privacy in public? Surveillance technologies and the value of public places’ (2000) 2
Ethics and Information Technology 181.
20
David Lyon ‘Surveillance as social sorting: Computer codes and mobile bodies’ (2003), in David Lyon (eds)
Surveillance as social sorting: Privacy, risk and automated discrimination 13.
21
Teresa Scassa ‘Information Privacy in Public Space: Location Data, Data Protection and the Reasonable Expectation
of Privacy’ (2009) 7(2) Canadian Journal of Law and Technology 193.
22
Sjaak Nouwt ‘Reasonable expectation of geo-privacy?’ (2008) 5(2) SCRIPT-ed – A Journal of Law, Technology and
Society 375.
17
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expectations as to privacy may be a significant, although not necessarily conclusive, factor. A person
who walks down the street will, inevitably, be visible to any member of the public who is also present.
Monitoring by technological means of the same public scene (for example, a security guard viewing
through closed-circuit television) is of a similar character. Private-life considerations may arise,
however, once any systematic or permanent record comes into existence of such material from the
public domain.”23
The same Court confirmed in Perry that the right to privacy exists also outside a person´s home or
private premises.24 While a simple viewing of activities, even if aided by technology, without any
recording is considered as compatible with the right to privacy,25 the situation changes as a result
of new technological developments which systematically or permanently record the data. Even
though the above reasoning was designed for the physical world, there are no reasons not to
extend the same logic also to the cyberspace and activities that individuals perform in social
media.26 However, it seems that it is the systematic collection or the permanent storage that make
the processing of open data qualify as an interference with the private sphere of individuals. In the
absence of a Court’s clarification, doubts remain with regards to non-systematic data collection
and processing.27 The MIRROR research is not designed to permanently and systematically collect
data from social media users, but it will collect data as soon as they are linked with migrationrelated issues and perceptions of Europe for specific periods of time. To exemplify, not all
activities of a data subject on Facebook will be collected and processed, but all those activities
that result relevant from the research perspective of MIRROR. This might qualify as an
interference with the individual’s private sphere depending on the interpretation of the existing
case law of the ECtHR.
Secondly, we can establish if a reasonable expectation of privacy exists in those situations in which
one makes himself visible in public. The “reasonable expectation of privacy” test has its origins in
the US and the British case law.28 In the 1967 in Katz, US Supreme Court justice John Marshall
Harlan introduced a two steps test including: (i) a subjective expectation of privacy in certain
situations; and (ii) an objective expectation linked with the recognition of the expectation from
the society.29 The European Court of Human Rights has also used the “reasonable expectation of
privacy” principle in some of its decisions as one of the ways for establishing if an infringement of
the right to privacy embedded in article 8 ECHR exists, even though it is never used as the only
reason for this.
For the ECtHR, the existence of a “reasonable expectation of privacy” helps to determine the
establishment of a breach of the individual’s right to privacy as established in the first paragraph
of article 8 ECHR. It has to be noted here that this is independent of the objective test established
under article 8 ECHR, as well as of a possible justification of the interference that might be

23

PG and JH v The United Kingdom App no 44787/98 (ECtHR, 25 September 2001), para 57.
Perry v The United Kingdom App no 63673/00 (ECtHR, 17 July 2003), para 37.
25
Perry v The United Kingdom App no 63673/00 (ECtHR, 17 July 2003), para 38.
26
Lilian Edwards, Lachlan Urquhart ‘Privacy in public spaces: What expectations of privacy do we have in social media
intelligence? (2016) 24 International Journal of Law and Information Technology 279.
27
Bert-Jaap Koops ‘Police investigation in Internet open sources: procedural-law issues’ 2013 29(6) Computer Law &
Security Review 654.
28
Tomas Gomez-Arostegui ‘Defining Private Life Under the European Convention on Human Rights by Referring to
Reasonable Expectations’ (2005) 35(2) California Western International Law Journal 153.
29
Katz v United States 389 US 347 (1967).
24
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established on the basis of the second paragraph of the article.30 The reasonable expectation of
privacy is to be seen as a subjective element, linked with the feelings and expectations of an
individual. The principle does not limit, however, the expectation of privacy of individuals for
activities taking place in private premises but extends to activities that take place outside private
homes, in public spaces.31 In Rotaru, for example, with regards to public activities, the ECtHR
recognized that a reasonable expectation of privacy exists when a government agency
systematically collects and stores personal information.32
Furthermore, in Perry, the ECtHR reasoned that an individual has a reasonable expectation of
privacy when could have not been reasonably expecting the use of technology for scopes beyond
the normal foreseeability of their use – in the concrete case the use of CCTV cameras for individual
identification purposes.33 The same reasoning would apply also for the MIRROR research since
individuals using social media and internet without proper privacy filters are not expecting that
their data will be harvested and processed for the purpose of research.
From the above considerations one could conclude that the MIRROR research has the potential to
interfere with the private sphere of the individuals. However, the right to privacy as established in
article 8 ECHR and article 7 of the European Charter of Fundamental Rights is not an absolute
one.34 The second paragraph of article 8 ECHR enlists the limits of its application. According to this
provision, interference with the private sphere of individuals is possible if it is done in accordance
with the laws, is necessary in a democratic society and is counterbalanced by one of the following
interests: national security, public safety, economic well-being of the country, prevention of
disorder or crime, protection of health or morals, or the protection of rights and freedoms of
others. In other words, the provision ensures the protection of the private sphere of individuals
only from arbitrary interferences, not from all of them. The interference of the MIRROR research
with the private sphere of individuals is done for scientific purposes and could be justified by the
protection of interests such as: national security, public safety and, prevention of disorder or
crime.
Another element that needs consideration is the necessity of the interference. In general, even if
justified, an interference with the private life of an individual can only be regarded as “necessary
in a democratic society” if the interference with the private sphere of the individuals is
counterbalanced by adequate guarantees against abuse. 35 In the MIRROR research framework the
necessity of the interference with the private sphere of the individuals can be justified by the
public interest and research purposes. The results of the data protection impact assessment to be
completed in month 24 and of the threat analyses to be completed in month 36 will clarify more
on the necessity of the interference in general.

30

Halford v The United Kingdom App no 20605/92 (ECtHR, 25 June 1997), para 45.
PG and JH v The United Kingdom App no 44787/98 (ECtHR, 25 September 2001), para 57.
32
Rotaru v Romania App no 28341/95 (ECtHR, 4 May 2000), para 43.
33
Perry v The United Kingdom App no 63737/00 (ECtHR, 17 July 2003), para 41.
34
John Kleining et al ‘Security and Privacy: Global standards for ethical identity management in contemporary liberal
democratic states’ (2011) ANU E Press, 43; Ursula Kilkelly ‘The right to respect for private and family life’ available
online at: <http://echr.coe.int/NR/rdonlyres/77A6BD48-CD95-4CFF-BAB4ECB974C5BD15/0/DG2ENHRHAND012003.pdf> last accessed 20.12.2019, 6; Kenneth E Himma ‘Privacy vs Security:
Why privacy is not an absolute value or right’ (2007) 44 San Diego Law Review 857.
35
Malone v The United Kingdom, App no 8691/79 (ECtHR, 2 August 1984), para 81.
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3.3 IP laws
Data in open sources can be subject to intellectual property rights, most importantly, copyright
and database rights. For example, an artist who publishes their painting on their website is still the
owner of the copyright to the painting, and, in this regard, has the sole right to reproduction or
extraction of his work. For MIRROR, reproduction or extraction of open-source data on social
media can, consequently, only be done with a license from the rights holder. This is explained both
in deliverables D7.1 and D2.1.
A license can be both explicit and implicit. In the case where data is extracted from social media
platforms such as Facebook or Twitter, an implicit license can be assumed based on the method of
extraction. Twitter, for example, receives a non-exclusive license to the Tweets of its users.36 The
extraction of the social media data is primarily done through the API (Application Programming
Interface) of the platforms. Using this method, the social media platform remains in control of the
method of data extraction, which means the platform controls the manner in which the
intellectual property is transferred to the users of the API. For example, Twitter gives a license to
the intellectual property of the extracted data to the API user.37
For the MIRROR research, for example, Twitter gives an explicit license to use the intellectual
property on its platform (i.e., the Tweets) for purposes restricted by its API. In addition, even
where an explicit license is not issued by the platform, an implicit license could be derived from
the platform’s characteristics. 38 For MIRROR, the copyright protection of social media posts is thus
not an issue where an explicit license is issued through the platform’s API agreement. Most
platforms allow access to its posts through such an agreement. In case such an agreement is not
published, an implicit license can be further derived from the characteristics of the platform (on a
case-by-case basis). The same argument applies to databases that are protected through
intellectual property.39 As a result, the MIRROR research is conducted in compliance with the
relevant IP laws.

3.4 Product liability
For the sake of completeness, product liability rules that might become relevant for the run of the
pilots are diacussed in this section. The European Product Liability Directive (PLD)40 subjects
producers to liability for damages caused by a defect in their product. The Directive only applies to
goods that are ‘tangible’, which is why, for example, electricity is explicitly included in the
Directive as a ‘product’.41 Software is generally part of tangible goods. For example, the software
can be placed on a USB drive, a CD drive, or on the hard drive of a computer. However, where

36

See ‘Content on the Services’ in Twitter’s Terms of Services <https://twitter.com/en/tos#intlTerms> accessed 23
March 2020.
37
‘License from Twitter’ <https://developer.twitter.com/en/developer-terms/agreement> accessed 23 March 2020.
38
Colette Cuijpers, ‘Legal Aspects of Open Source Intelligence – Results of the VIRTUOSO Project’ (2013) 29 Computer
Law & Security Review 642, 648.
39
Directive 96/9/EC of the European Parliament and of the Council on the legal protection of databases [1996] OJ
L77/20, art 3.
40
Council Directive 85/374/EEC of 25 July 1985 on the approximation of the laws, regulations and administrative
provisions of the Member States concerning liability for defective products [1985] OJ L210/29.
41
Supra, art 2.
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software is served online – a product as a service – it cannot qualify as tangible goods, since the
software itself is not linked to a tangible medium.
A product is defective, according to article 6(1) PLD, if “it does not provide the safety which a
person is entitled to expect, taking all the circumstances into account.” These circumstances are:
the presentation of the product; the reasonable use; and the time the product was put into
circulation. For the MIRROR project, the reasonable use of the tool is of increased importance,
since, generally, the MIRROR tool is not ‘presented’ as a product to third-country nationals that
might suffer damages from its use. The reasonable use of the MIRROR tool by border authorities
can be derived from the development and its goals. If MIRROR is used ‘beyond reasonable
standards’ is a question that can only be answered on a case-by-case basis. Judges have marginal
leeway in the consideration whether a product is defective (and thus transcends reasonable
use).42
Under these conditions of the PLD, applying product liability to the MIRROR research requires a
more extensive analysis of how the tool will be delivered and used. The foremost questions are:
will MIRROR work as an online service product, or will it be accessible through offline means and
what can be stated as ‘reasonable use’ for MIRROR? Based on these two questions, most cases of
liability under the PLD can be excluded.
Furthermore, there are additional exclusionary clauses applicable to the development of MIRROR
in a possible case of product liability, specifically from article 7 PLD: (a) that he did not put the
product into circulation; or; (c) that the product was neither manufactured by him for sale or any
form of distribution for economic purpose nor manufactured or distributed by him in the course of
his business; or (e) that the state of scientific and technical knowledge at the time when he put
the product into circulation was not such as to enable the existence of the defect to be
discovered. If MIRROR is assumed as a product intended for specific authorities, an argument can
be made that MIRROR is not ‘put into circulation’, as the PLD specifically protects consumers from
faulty products. There are no consumers who can purchase MIRROR from a standard economic
circulation of products. Furthermore, MIRROR is developed on the basis of actual current scientific
and technical knowledge, which means that liability could be excluded under article 7(e) PLD.
Conclusively, liability through the PLD is not applicable to the MIRROR research.

3.5 Concluding remarks
From the above analyses it results that the MIRROR research is conducted in compliance with the
applicable legal rules. The data protection rules are respected and the interference with the
private sphere of the individuals is justified and necessary. There are no concerns with regards to
IP rights and product liability rules. But as with many responsible data concerns, the legality is only
one part of a much broader picture in which the ethics play a very important role. The next section
is dedicated to the ethical framework and potential or real concerns that might derive from the
MIRROR research.

42

Duncan Fairgrieve, Geraint Howells and Marcus Pilgerstorfer, ‘The Product Liability Directive: Time to get Soft?’
(2013) 4 JETL 1, 6.
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4. The ethical framework
4.1 Rationale of an ethical assessment
The MIRROR research uses data from differences sources, namely open source and field
interviews. However, as seen in the previous sections, the collection of personal data necessary to
carry out the activities in MIRROR has to comply with the EU data protection framework. Another
important aspect is the compliance of the research conducted in this framework with human
rights as protected by the ECHR and the CFREU (this will be developed further in deliverable D3.2).
Next to the legal part, another dimension must be scrutinised: the ethics of data analysis designed
to understand migration and respond better to the incoming migration flows. The use of
technology in migration-related issues is ethically problematic and even if it is justified, morality
and potential errors or misuses may come at a high price.43 It is a well-known fact that technology
is developing at a fast pace and answering the legal challenges proves difficult; adopting new laws
requires time. Ethics are therefore of paramount importance as they assume a role of “soft law.”
In fact, ethics go beyond the law for the protection of the rights of individuals. A proper
assessment of the ethical risks and their likelihood to pose a problem in the development of the
tools sought in MIRROR is therefore necessary to determine the relevant ethical issues that all
actors involved should give due care to.
While there is no legal obligation per se to comply with ethics, these concerns are very seriously
considered by the MIRROR consortium. In the same way MIRROR is developed in compliance with
the legal framework from the beginning, it also must respect the ethical safeguards. The rationale
lies in the nature of the EU itself. The Union is governed by the rule of law enshrined in Article 2 of
the Treaty on European Union, which is a prerequisite for the protection of all fundamental rights
in the EU.44 Especially, the rule of law in the EU aims at strengthening mutual trust between actors,
in particular between citizens and governments. Even if ethics are not law, observing them
contributes to pacifying relations within the EU. Moreover, ethics can often be found in the
legislation since the role of law often consists in making ethical choices. The MIRROR compliance
with all ethical concepts identified hereinafter contributes to the rule of law and democracy in the
EU.
The next sections address the different ethical challenges identified in the framework of the
MIRROR research. The current ethical framework and guarantees in Europe will be introduced first.

4.2 Current ethical framework
Since ethics are not law and therefore are not legally binding, there is no ethical framework stricto
sensu to respect. However, there are a number of instruments in Europe that contain ethical
43

Centre for the Study of Global Ethics, University of Birmingham, ’Ethics of border security’, Frontex/64/2010, 43.
See Dimitri Kochenov and Laurent Pech, ‘Upholding the rule of law in the EU: on the Commission's 'pre-article 7 procedure' as a
timid step in the right direction’ (2015) Working Paper, EUI RSCAS, 2015/24, Global Governance Programme-164, Global
Economics.
44
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provisions. Although they do not contain all ethical concepts that could be relevant for our ethical
assessment of MIRROR research, these instruments provide a good starting point for the
assessment.
The activities of MIRROR must be performed in compliance with the ethical standards present in
European law, the General Data Protection Regulation (GDPR), as well as the ethical guarantees
found in the two human rights instruments applicable in Europe — the European Convention on
Human Rights (ECHR)45 and the Charter of Fundamental Rights of the European Union (CFREU).46
The concept of human dignity is present in the GDPR in Article 88, and Recital 4 is interpreted as
containing a very general ethical reference when it states that: "[t]he processing of personal data
should be designed to serve mankind."47 The concept is also found in Art 1 CFREU.48 The ECHR and
the CFREU are a source of ethical norms when they empower individuals to control the way
information about them is collected and used via the right to privacy49 and the right to data
protection.50
Moreover, according to the recent Ethics Guidelines for Trustworthy Artificial Intelligence,
trustworthy AI should be respecting ethical principles and values.51 They emphasise the need for
transparency and accountability, also present in the GDPR,52 as well as consent, information,
diversity, non-discrimination and privacy.53 The principle of fairness is also considered a component
of ethics. As such, Article 5(1)(a) GDPR "elaborates this and associates it with transparency"
although this is not agreed by everyone.54
Meanwhile, the aforementioned instruments require that any limitation to the rights of individuals
meet the criteria of necessity and proportionality.55 Accordingly, Recommendation 146 of the
updated Schengen Catalogue provides that "surveillance of third-country nationals should be
proportionate and planned according to risk analysis". The collection and use of their data must
therefore comply with those requirements. This means that the gathering of information found on
social media or another platform deemed necessary for MIRROR should be necessary and

45

European Convention for the Protection of Human Rights and Fundamental Freedoms, as amended by Protocols Nos 11 and 14
(adopted 4 November 1950, entered into force 1 January 1990) ETS 5.
46 Charter of Fundamental Rights of the European Union (26 October 2012) Official Journal of the European Union, 2012/C 326/02,
391-407.
47 Hielke Hijmans and Charles Raab, 'Ethical Dimensions of the GDPR' (2018) in: Mark Cole and Franziska Boehm (eds) Commentary
on the General Data Protection Regulation (Cheltenham: Edward Elgar, 2018) 2, available at: <https://ssrn.com/abstract=3222677>
accessed 13.3.2020.
48 "Human dignity is inviolable. It must be respected and protected. "
49 Art 8 ECHR and Art 7 CFREU.
50 Art 8 CFREU. The right is not explicitly mentioned in the ECHR but the ECtHR has based it on the 'general’ right to privacy (Art 8).
51 AI HLEG ‘Ethics guidelines for trustworthy AI’ [2019] available at <https://ec.europa.eu/digital-single-market/en/news/ethicsguidelines-trustworthy-ai> accessed 13.3.2020.
52 GDPR n 9, art 57(1)(b).
53 ‘Ethics guidelines for trustworthy AI’ n 51.
54 Hielke Hijmans and Charles Raab, 'Ethical Dimensions of the GDPR' in: Mark Cole and Franziska Boehm (eds.) Commentary on the
General Data Protection Regulation (Cheltenham: Edward Elgar, 2018) 2, available at <https://ssrn.com/abstract=3222677>,
accessed 13.3.2020.
55 Article 8(2) ECHR requires that any limitation put to the right to privacy should be necessary and proportionate.
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proportionate to the specific task. This must be understood in terms of timing, the type of individual
concerned and the type of data concerned.
In conclusion, the MIRROR research must comply with those ethical concepts that have reached the
level of legal provisions, but should not be limited to that. In the next session, activities that will be
performed during the project research and that might raise ethical concerns are presented.

4.3 Identification of activities that might raise ethical concerns
The origin of the data processed during the MIRROR research is a primary source of ethical concern.
Concerns regarding the autonomy and dignity of individuals can be related with the fact of whether
personal data is collected directly or not from the data subject. Collecting data from individuals
without warning them might emphasize the idea that data speak in place of people. Thus, getting
data about individuals without their involvement can be problematic regarding their autonomy and
dignity as human beings. Moreover, there is a risk that people are associated to the data and that
entails a risk for their autonomy as human beings and for their dignity. Indeed, deducing perceptions
from the data left by certain persons can prove simplistic and reductive as it fails to take into account
all the circumstances surrounding the data and to grasp the feelings and motivations of the persons.
Moreover, the issue of discrimination can be found regarding the origin of the data that is analysed.
It can be a problem to decide to focus on a specific national group or on a certain gender or age.
Issues relating to autonomy can be seen with the risk that the data found on those grounds will help
making shortcuts about people. In particular, there is a risk that it leads to individual or group
profiling. This issue is also linked to the quality of the data itself and what the actors behind MIRROR
do with it. Data are intangible and do not have an existence on their own. It is a mere emanation of
a human being. To understand what is really behind the data often requires interpretation. As a
result, risks of biases from actors involved with the work of MIRROR may appear. This is an aspect
to keep in mind. Careful consideration must therefore be given to the way the translators and
interpreters of the interviews carried on with migrants, as well as regarding the data harvested
online (e.g. on social media) potentially reproduce the biases that already persist within society.
Moreover, data mining processes often rely on simplistic stereotyping of the target, on
overgeneralization and a low level of accuracy of the system that influences the general outcome of such
searches and may also be discriminatory consequently. It is therefore important to be aware that the

project might perpetuate stereotypes when choosing to interview certain groups of individuals.
Another concern flowing from autonomy and dignity relates to the use of “voice recognition
software (…) to identify the location of origin of the migrant by his or her dialect.”56 The use of such
software would form a significant ethical concern, as indicated by the controversy surrounding a
similar decision in Germany.57 In the German case, linguists already argued that such a system is

56

Deliverable 2.1, p 21.
‘Germany to Test Migrant Voice Software’ (BBC News, 17 March 2017) <https://www.bbc.com/news/world-europe39307155> accessed 1 March 2020.
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inefficient – language and vocabulary are ever-changing.58 The use of this software significantly
affects the migrant on an individual level, which is contrary to the principle that MIRROR only
identifies individuals on a group-level.
A last area of ethical concern pertains to consent and information. The GDPR allows the processing
of data for scientific research purposes and in some circumstances, without the consent of data
subjects, provided that relevant safeguards for their rights and freedoms are in place and
respected.59 A possible safeguard is the pseudonymization of the data. Derogations to the rights of
data subjects can be introduced by EU regarding the right of access to the data, the right to
rectification, the right to object and the rights to restriction of processing. According to Deliverable
1.2, the data from the interviews will be anonymized for irregular migrants, pseudonymized for
experts, and non-anonymized if experts give explicit consent. Based on the data subject rights in the
GDPR, there are questions pertaining to the consent of the interviewed subjects: are individuals
properly informed about their rights at the moment of consent? Is the consent for participating in
the project clearly distinguished from the consent for data processing? What would happen if a
migrant grants his/her consent initially, but would later want to withdraw it?
Another aspect to keep in mind in relation to consent relates to the differences of culture that might
exist between the migrants who are interviewed, and the interviewer. Beforehand, it is essential to
involve affected communities as much as possible in the conversations that concern them.
Therefore, when possible, MIRROR should “commit to transparency and report publicly what
technology is being developed and used and why.”60 In parallel, it is important to guarantee that
genuine informed consent has been given; “this requires taking into account potential cultural
differences, economic and linguistic barriers and levels of education and illiteracy.”61
Finally, the working partners have mentioned that they try, as much as possible, to limit the
collection of data to what is strictly necessary. That way, they seek to limit the potential ethical
damages. However, it must be stressed that even when collecting what is strictly necessary, a single
piece of information can reveal sensitive and qualify therefore the data as sensitive. Even smilingly
trivial details of a picture can lead to assumptions and value judgements. This is the case for example
with image analysis. For instance, the mere fact that a person wears a certain piece of clothes on a
picture can indicate the religion of that person. Therefore, also all ethical concerns that might derive
from the processing of sensitive data must be taken into account during the MIRROR research.

4.4 The traffic light system
Despite the fact that not all ethical concerns are legally binding, not addressing them has
consequences for the proper protection of the rights of the individuals. That is why it is important
to draw a course of action to address these concerns at an earlier stage during the research work
58

‘Automatic Speech Analysis Software Used to Verify Refugees’ Dialects’ (Deutsche Welle, 17 March 2017)
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accessed 1 March 2020.
59
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available at < https://edri.org/accountable-migration-tech-transparency-governance-and-oversight/> accessed 13.3.2020.
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and avoid falling in the fallacy of ethics washing.62 Ethical concerns can be linked, depending on
their nature, with pre-existing legal requirements. If ethical concerns are linked with the design of
the tool, for example, they can be addressed at an early stage and made part of the data
protection by design and default assessment. Since data protection by design is already a
requirement of the data protection framework, adding ethical concerns to such an assessment will
allow to address them at an early stage. Furthermore, a data protection impact assessment can be
integrated with an ethical impact assessment to address identified ethical concerns. Following the
same logic, if the ethical concerns derive from the way of operating of the tool, they can be
compiled in codes of ethics or in codes of conduct that will be obligatory for compliance for the
project consortium.
In this section, the ethical concerns that arise from the MIRROR research are projected to the
work of different work packages. These concerns are presented in Table 1. A color code,
representing a traffic light system, is used for qualifying each ethical concern.
With green are marked those potential ethical concerns which need to be kept in mind during the
work of the consortium, but that are acceptable at the same time given the nature of the
research. No action needs to be undertaken for these concerns. With yellow are marked ethical
concerns of a more severe character. The WPs need to find ways to address these concerns or
justify why it is impossible to do this during the research stage. With red are marked serious
ethical concerns that need to be addressed for continuing any research work in the relevant areas.
A detailed list of all the relevant work packages and deliverables/tasks that are presented in Table
1 can be found in Annex 3.

Ethical concern
Dignity/Autonomy

Discrimination/Dignity

Corresponding WPs
(deliverables/tasks)
WP3 (D3.4); WP4 (D4.1,
D4.2, D4.3); WP5 (D5.1,
D5.2, D5.3); WP6 (D6.1,
D6.2, D6.3); WP7 (D7.2);
WP8 (D8.2, T8.2); WP9
(D9.1, D9.2, D9.3, D9.4,
D9.5); WP10 (D10.1,
D10.2)

WP3 (D3.4); WP4 (D4.1,
D4.2, D4.3); WP5 (D5.1,
D5.2, D5.3); WP6 (D6.1,
D6.2, D6.3); WP7 (D7.2);
WP8 (D8.2, T8.2); WP9
(D9.1, D9.2, D9.3, D9.4,
D9.5); WP10 (D10.1,
D10.2)

Details

Color coding

Individuals are given a
digital identity, they are
considered on the basis
of their data and not on
the basis of their actions.
This is inevitable for
research based on
personal data but raises
ethical concerns that
must be taken into
account.
Possibility for personal
and sensitive data
identification might
potentially create
situations of
discrimination and bias
data processing.
Stereotypes may be
reproduced even if the

Ben Wagner ‘Ethics as an Escape from Regulation: From ethics-washing to ethics-shopping?’ in Mireille
Hildebrandt (ed), Being Profiling. Cogitas ergo sum (2018, Amsterdam University Press) 84.
62
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Dignity

WP3 (D3.4); WP4 (D4.1,
D4.2, D4.3); WP5 (D5.1,
D5.2, D5.3); WP6 (D6.1,
D6.2, D6.3); WP7 (D7.2);
WP8 (D8.2, T8.2); WP9
(D9.1, D9.2, D9.3, D9.4,
D9.5); WP10 (D10.1,
D10.2)

Transparency/
Autonomy/Dignity/
Discrimination

WP3 (D3.4); WP4 (D4.1,
D4.2, D4.3); WP9 (D9.1,
D9.2, D9.3, D9.4, D9.5);
WP10 (D10.1, D10.2)

Dignity/Discrimination/ WP3 (D3.4); WP8 (D8.2,
Harm
T8.2)

Autonomy

WP4 (D4.1, D4.2, D4.3);
WP6 (D6.1; D6.2; D6.3)

Dignity

WP5 (D5.1, D5.2, D5.3)

Autonomy

WP4 (D4.1, D4.2, D4.3);
WP6 (D6.1; D6.2; D6.3)
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MIRROR partners are not
conscious about it.
There is not a common
policy on the period of
data retention. For
example, data will be
retained for as long as
necessary for WP6 and
for 3 more years after the
project conclusion for
WP8.
The data protection
policy for some WPs is
not clarified in the Data
and Knowledge
management plan D1.2.
It is crucial that the data
protection policy is made
transparent for the work
of these WPs before
engaging in any data
processing activities.
Even though interviews
will be anonymized or
pseudonymized, the
possibility exists to
identify individuals on the
bases of information they
have disclosed during
their interview.
Individuals might change
their minds and opinions.
They might decide to
delete or modify online
posts.
The use of voice
recognition software to
identify the origin of the
migrant by his/her dialect
might impair the dignity
of migrants. Language
and vocabulary are ever
changing.
No distinction is made
between the origin of
data during the research
stage. This can be an
issue related with the
necessity and
proportionality of the
interference and should
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Dignity/Autonomy

WP8 (D8.2, T8.2)

Autonomy

WP8 (D8.2)

Autonomy/Dignity/
Discrimination

WP10 (D10.1, D10.2)

be clarified further during
the thread analyses and
the DPIA.
Even though declarations
of consent are prepared,
it is not clear in how far
consent is freely given.
Often the potential
cultural differences and
presence of vulnerable
individuals may alter the
genuineness of consent.
The possibilities for
withdrawing consent at a
later stage are not clearly
explained. The
interviewed must have a
real possibility to
withdraw consent ex
post.
It is crucial that the
MIRROR tool during the
pilots is used in the
framework of research
and not for real life
solutions. Since we are
still in a research stage,
any errors or
mismanagement of the
tool must not have
negative effects on the
individuals and also must
not reflect negatively on
the work of the
authorities.

Table 1

5. Conclusions
This deliverable has discussed the legal and ethical framework within which the MIRROR research
is conducted. It has identified that the MIRROR research is conducted in compliance with the legal
rules but at the same time has identified a number of ethical concerns that might arise during the
research. Addressing these ethical concerns at early stages of the research contributes towards
the proper protection of the fundamental rights of the individuals.
Ethics goes far beyond the laws to identify ways of behavior that might cause harm to others. In
case of the MIRROR research, the main harms caused to the individuals are the interference with
their private sphere, dignity, autonomy as well as with the non-discrimination and transparency
© MIRROR
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rules. Basing research on ethics aims to safeguard the fundamental rights of individuals in the
presence of legal lacunas.
The ethical concerns identified in this deliverable have been qualified on the basis of a traffic light
system depending on their severity. For the ethical concerns with the green traffic light no
immediate course of action is needed. These concerns are directly linked with the nature of
research based on personal data and are acceptable from the nature of the research. However,
identifying them already during the research stage raises the awareness for their existence also at
a second moment, when it is decided if the product of the research will be used by border
authorities or not. For this purpose, it is important to address them as much as possible during the
Data Protection Impact Assessment and during the security threats analyses and to ensure
compatibility by design with all ethical concerns.
For the ethical concerns marked with the yellow traffic light a course of action is needed. All the
WPs concerned need to address these concerns during their research and reflect this in the
deliverables. Similarly, if no action is undertaken, the process and reasons that brought to this
conclusion must be made transparent.
For the two ethical concerns marked with the red traffic light an immediate course of action is
needed. With regards to the first concern related to the lack of data policies for some of the WPs,
even if from the questionnaire it is clear that these WPs will act in accordance with the applicable
rules, it is important to make any policies clear and transparent. These WPs are advised to make
available their data policies in the deliverables that are the result of data processing activities. The
same advice is valid also with regards to the second ethical concern related with the use of the
pilots. It is very important that the MIRROR tool during the research phase is not used in real life
situations which might have negative consequences for migrants or reflect negatively on the work
of the authorities. In this case it might be also possible to introduce a basic ethical code for the
authorities in charge of running the pilots.
All the work packages concerned will address these concerns in their activities and report on them
in the relevant deliverables. In this way, we would be able to address ethical concerns that do not
yet find protection in the laws. For the MIRROR research, addressing these ethical concerns will
have the benefit that the earlier understanding of potential problems that will help to address
societal security needs in Europe will not come at an unjustified cost for the rights of potential
migrants. Addressing ethical concerns will help to close any gaps between the standards set by the
laws and the proper protection of the fundamental rights of the individuals and mitigate the
disconnection between the laws and the technology.
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Questionnaire on ethical practices followed during the MIRROR research and the answers from the
various WPs:

1. What type of personal data are you processing?
a. Are you processing content data?
b. Are you processing metadata?
c. Are you processing sensitive data? (e.g. data revealing racial or ethnic origin, political
opinions, religious or philosophical beliefs, trade union membership, genetic data,
biometric data, data concerning health, sex life or sexual orientation of a natural person)
2. Are you collecting these personal data directly from the data subject?
3. In case you are not collecting data directly from the data subject, which sources are you using for
collecting these data?
4. In case you are collecting data directly from the data subject, are you informing them on the
purposes of processing their data?
a. How do you inform data subjects about the collection of their data?
b. Are you informing the data subject on their rights in accordance with the GDPR (e.g.,
access, erasure, rectification)?
5. Does the collection of personal data include also data that are not necessary for the purpose of
your data processing?
a. What kind of measures have you introduced to avoid collection of data that are not
necessary for the purpose of your data processing activity?
b. What happens to personal data that are collected but are not necessary for the purpose of
data processing?
6. The purpose of this question is for us to understand the jurisdictions from which personal data are
collected and processed.
a. Are you processing personal data of data subjects located in third countries (only)?
i. If yes, from which countries?
b. Are you processing also personal data of data subjects located in the EU?
c. Can the MIRROR system identify if certain personal data (including metadata) are coming
from individuals located in certain geographical areas?
d. Is it possible to distinguish data from different locations (e.g. using geographic delimiters at
the moment of data collection) for complying with specific third countries national rules?
e. Is it possible to distinguish personal data originating from visitors, expats, etc.?
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f.

Is it possible to distinguish between data originating from potential migrants and data
originating from individuals that are neither thinking nor ever going to migrate?

g. Are you processing personal data based on the nationality of the data subject?
7. Are the personal data you are processing pseudonymized/anonymized/encrypted? Kindly explain.
8. Do you process personal data for individual or for group profiling?
9. Is the identification of the data subject necessary for the purpose of your data processing?
10. Is information identifying the data subject processed?
11. We would like to understand if there is a risk to still identify an individual even if the data are
anonymized - for example by creating a mosaic effect. (connecting different databases)
a. If so, which databases are connected?
12. What is the time span of data collection?
a. How far back in time are you going for collecting personal data?
b. For how long do you retain the personal data?
13. What happens to the personal data you have collected once they are not needed anymore for the
purpose of data processing?
14. What happens to the results of data processing once they are not needed anymore?
15. Who has access to the personal data collected and/or to the results of processing and are these
data/results shared with other partners or third parties?
16. What security measures have you adopted with regards to the retention of personal data?
17. Are you keeping any records on data processing activities?
18. Does the processing of personal data include any automated decision making process which
produces legal effects regarding the data subject?
19. Can the MIRROR system distinguish between reliable and non-reliable data?
20. Can the MIRROR system identify the context/origin/intent in which a social media post was
published?
21. Is it possible that the system presents erroneous results?
a. Is it possible to identify erroneous results of data processing?
b. Is it possible to remedy erroneous results?
22. Can you please share with us a plan showing at which point in the system is data being used from
the perspective of your WP?
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Annex 2
A list of some of the H2020 and FP7 projects that were consulted in detail during the work for this
deliverable.
ALFA - Advanced Low Flying Aircrafts Detection and Tracking (1 January 2017 – 31 December 2019) Grant
agreement No. 700002, Project reference 700002, H2020-BES-2015 <https://alfa-h2020.eu/> (accessed 30
October 2019).
CloudTeams - Collaborative Software Development Framework based on Trusted, Secure Cloud-based Pool
of Users (1 March 2015 - 28 February 2017) Grant agreement No 644617, Project Number 644617
<https://cordis.europa.eu/project/id/644617> (accessed 15 September 2019).
DETECTER - Detection Technologies, Counter-Terrorism Ethics, and Human Rights (1 December 2008 - 31
January 2012) Grant agreement No 217862, FP-SEC-2007-01 No 217862
<https://cordis.europa.eu/project/id/217862> (accessed 15 September 2019).
ETHICAL – Promoting international debate on ethical implications of data collection, use and retention for
biometric and medical applications (1 January 2009 to 31 December 2010) Grant agreement No 230550,
<https://cordis.europa.eu/project/id/230550> (accessed 15 September 2019).
FORENSOR - FORENsic evidence gathering autonomous senSOR (1 September 2015 to 31 August 2018)
Grant agreement No 653355, H2020-FCT-2014, FCT-05-2014 <http://forensor-project.eu/> (accessed 15
September 2019).
FORESEC - Europe's evolving security: drivers, trends and scenarios (1 February 2008 - 30 November 2009)
Grant agreement No 218199 FP7-SEC-2007-1 <https://cordis.europa.eu/project/id/218199/reporting>
(accessed 30 October 2019).
HIDE - Homeland Security, Biometric Identification and Personal Detection Ethics (1 February 2008 - 31
January 2011) Grant agreement No 217762, FP7-SCIENCE-IN-SOCIETY-2007-1
<https://cordis.europa.eu/project/id/217762> (accessed 30 October 2019).
iBorderCtrl - Intelligent Portable Control System (1 September 2016 - 31 August 2019) Grant agreement No
700626, H2020-BES-2015 <https://www.iborderctrl.eu/> (accessed 30 October 2019)
ICTETHIC - An interdisciplinary approach for addressing ethical, social and legal aspects of ICT (2009-03-01)
(1 March 2009 - 28 February 2013) Grant agreement No 230368, FP7-SCIENCE-IN-SOCIETY-2008-1
<https://cordis.europa.eu/project/id/230368> (accessed 18 October 2019).
INEX - Converging and conflicting ethical values in the internal/external security continuum in Europe (1
April 2008 - 31 March 2011) Grant agreement No 218265 FP7-SEC-2007-1
<https://cordis.europa.eu/project/id/218265> (accessed 18 October 2019).
MARISA - Maritime Integrated Surveillance Awareness (1 May 2017 – 29 February 2020) Grant agreement
No 740698, H2020-SEC-2016-2017-1 <https://www.marisaproject.eu/> (accessed 1 September 2019).
MESMERISE - Multi-Energy High Resolution Modular Scan System for Internal and External Concealed
Commodities (1 May 2016 – 31 July 2019) Grant agreement No 700399, H2020-EU.3.7
<https://cordis.europa.eu/project/id/700399> (accessed 13 September 2019).
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OpenGovIntelligence - Fostering Innovation and Creativity in Europe through Public Administration
Modernization towards Supplying and Exploiting Linked Open Statistical Data, Project Number 693849 (1
February 2016 - 31 January 2019) Grant agreement No 693849, H2020-EURO-6-2015
<https://cordis.europa.eu/project/id/693849> (accessed 8 September 2019)
PATS - European Agency for cybersecurity, ‘Privacy, Accountability and Trust – Challenges and
Opportunities’) (18 February 2011) <https://www.enisa.europa.eu/publications/pat-study> (accessed 13
September 2019).
PROTECT - Pervasive and UseR Focused BiomeTrics BordEr ProjeCT (1 September 2016 - 31 August 2019)
Grant agreement no. 700259, H2020-BES-2015 <http://projectprotect.eu/> (accessed 8 September 2019).
RANGER - RAdars for loNG distance maritime surveillancE and SaR opeRations (1 May 2016 - 31 December
2019) Grant agreement No 700478, H2020-BES-2015 <https://cordis.europa.eu/project/id/700478>
(accessed 20 September 2019).
SAFESHORE - System for detection of Threat Agents in Maritime Border Environment (1 May 2016 - 31
December 2018) Grant agreement No 700643, H2020-BES-2015 <http://safeshore.eu/> (accessed 8
September 2019).
SoBigData - SoBigData Research Infrastructure (1 September 2015 - 31 December 2019) Grant agreement
No 654024, H2020-INFRAIA-2014-2015 <http://project.sobigdata.eu/> (accessed 9 September 2019).
SURVANT - Surveillance Video Archives Investigation Assistant (1 January 2017 – 31 Decembre 2018) Grant
Agreement No 720417, H2020-FTIPilot-2015-1 <https://www.survant-project.eu/> (accessed 23 September
2019).
TECHNOLIFE - a Transdisciplinary approach to the Emerging CHallenges of NOvel technologies: Lifeworld
and Imaginaries in Foresight and Ethics (1 March 2009 - 30 November 2011) Grant agreement No 230381,
FP7-SCIENCE-IN-SOCIETY-2008-1 <https://cordis.europa.eu/project/id/230381> (accessed 30 October
2019).
VALUE - The Landscape and Isobars of European Values in Relation to Science and New Technology (1 June
2009 - 30 November 2011) Grant agreement No 230557, FP7-SCIENCE-IN-SOCIETY-2008-1
<https://cordis.europa.eu/project/id/230557> (accessed 17 October 2020).
VIRTUOSO - Versatile InfoRmation Toolkit for end-Users oriented Open Sources explOitation (1 May 2010 30 June 2013) Grant agreement No 242352, FP7-SEC-2009-1 <https://cordis.europa.eu/project/id/242352>
(accessed 9 September 2019).
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Annex 3
A list of the relevant Work Packages and Deliverables/Tasks presented in Table 1.
WP Number
WP3

WP Title
Legal Compliance, Societal Acceptance & Ethical Framework
D3.4 Report on factors influencing societal acceptance

WP4

Text Analysis Methods for Social and Traditional Media
D4.1 First release of text-analysis technologies and models
D4.2 Second release of text-analysis technologies and models
D4.3 Final release of text-analysis technologies and models

WP5

Multimedia Analysis Methods for Social and Traditional Media
D5.1 First release of multimedia analysis technologies
D5.2 Second release of multimedia analysis technologies
D5.3 Final release of multimedia analysis technologies

WP6

Methods for Cross-Media Network Analysis
D6.1 First release of cross-media social network analysis technologies
D6.2 Second release of cross-media social network analysis technologies
D6.6 Final release of cross-media social network analysis technologies

WP7

MIRROR Architecture and Information Model
D7.2 MIRROR information model: Initial version

WP8

Analysis & Field Studies for EU Perception and Media Impact
D8.2 Interview guidelines for migration process analysis
T8.2 Field work

WP9

Threat Analysis & Actionable Insights
D9.1 Report on design of MIRROR actionable insight toolkit
D9.2 Report on analysis of misperception
D9.3 Threat analysis recommendations
D9.4 MIRROR toolkit for actionable insights
D9.5 Report from MIRROR toolkit validation

WP10

Pilots, Evaluation and Validation
D10.1 Report on the preparatory activities put in place before the pilot runs
D10.2 Report on early validation activities
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